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RELIABLE AND SCALABLE IMAGE
TRANSFER FOR DATA CENTERS WITH LOW
CONNECTIVITY USING REDUNDANCY
DETECTION

FIELD OF THE INVENTION

Embodiments of the invention generally relate to cloud
computing, and more particularly, to transferring virtual
machine images between datacenters.

BACKGROUND

Cloud computing is a relatively new IT delivery model that
is expected to grow significantly in at least the next decade. It
allows specialized providers in the IT industry to offer their
customers various types of services, ranging from Infrastruc-
ture-as-a-Service (laaS), which offers remote access to com-
puting resources such as virtual machines (VMs), and stor-
age, to Software-as-a-Service (SaaS), which offers fully
managed software functionality These types of services allow
labor, hardware, software and system management costs to be
shared; they reduce overall costs and make such services
more affordable for both individual and enterprise consum-
ers. Cloud computing also allows a new generation of IT
services to develop, which can be more easily integrated and
delivered. More specifically, it significantly builds on the
potential for both virtualization technology and broad scale
automation to minimize delivery costs while maintaining a
high quality of service.

Large cloud computing service providers, and aaS provid-
ers in particular, tend to deliver their services out of multiple
worldwide datacenters. Consequently, substantial collections
of data must be made available on more than one datacenter,
and therefore may need to be transferred between datacenters
across the cloud architecture. A key type of such data collec-
tions is a VM image.

There are many scenarios under which a VM image may
require transferring from one datacenter to another. For
example, VM images may need to be transferred between
datacenters in a public cloud where a service provider offers
a new or updated catalog of base images; or where a client
determines that a particular captured or snapshot image is
needed for high availability. As a further example, VM images
may require transferring where VM images are to be hosted
ondifferent cloud and/or hypervisor, such as when a customer
decides to change service providers. As yet a further example,
software developers may use a different datacenter, or a dif-
ferent cloud, for each of the development/testing, staging, and
production phases of a DevOps process, and may therefore
need VM images transferred from one datacenter/cloud to
another. As a final example, VM images may require trans-
ferring between a customer’s systems on a private cloud (for
backup storage, or extended functionality) to a public cloud,
in a hybrid cloud environment.

Crude or inefficient transfer methods, such as simply trans-
ferring all of a VM image’s constituent data blocks, require a
lot of time and bandwidth. As cloud computing environments
and the size of VM images grow to meet demand, the efficient
and optimal transfer of such data across the cloud becomes
critical.

An intelligent, efficient, and cost-effective solution for
transferring VM images across a cloud environment takes
advantage of the significant degree of similarity typically
seen across images in VM libraries. This similarity is due, in
large part, to the fact that many software packages, such as
operating system libraries, configuration settings, and in
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many cases, user data, are very similar across multiple VM
images. It is therefore desirable to employ a solution that
takes advantage of these similarities.

SUMMARY

Aspects of the present invention provide a method, system,
and program product for transferring a selected virtual
machine image from a source node to a target node in a
multi-node system, by analyzing all virtual machine images
present on the system and generating a similarity matrix
comprised of clusters, each cluster corresponding to a data
block set that may be shared by one or more other virtual
machine images; selecting a virtual machine image for trans-
fer, identifying a plurality of data block sets on in the selected
virtual machine image for transfer to the target node, using the
similarity matrix; transferring the plurality of data block sets
according to an optimal transfer plan; and reconstituting the
selected virtual machine image on the target node using at
least the transferred data block sets.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

These and other objects, features and advantages of the
present invention will become apparent from the following
detailed description of illustrative embodiments thereof,
which is to be read in connection with the accompanying
drawings. The various features of the drawings are not to scale
as the illustrations are for clarity in facilitating one skilled in
the art in understanding the invention in conjunction with the
detailed description.

FIG. 1 is a schematic block diagram of an embodiment of
a computer system for implementing a method according to
an embodiment of the invention;

FIG. 2 is a flow chart depicting the steps of transferring a
virtual machine image from a source node to a target node in
accordance with an embodiment of the invention;

FIG. 3 is a schematic block diagram of a multi-system
environment, wherein each system is as shown in FIG. 1, in
accordance with an embodiment of the invention;

FIG. 4 is a schematic block diagram of virtual machine
images that may reside on one or more systems shown in
FIGS. 1 and 3, in accordance with an embodiment of the
invention;

FIG. 5 is an intersection diagram of the virtual machine
images shown in FIG. 4, in accordance with an embodiment
of the invention;

FIG. 6 is a table showing a similarity matrix corresponding
to the virtual machine images depicted in FIG. 4 and the
intersection diagram depicted in FIG. 5, in accordance with
an embodiment of the invention;

FIG. 7 is a schematic block diagram of an illustrative cloud
computing environment, in accordance with an embodiment
of the invention; and

FIG. 8 is a schematic block diagram for a multi-layered
functional illustration of the cloud computing environment
depicted in FIG. 7, in accordance with an embodiment of the
invention.

DETAILED DESCRIPTION

It is understood that although this disclosure includes a
detailed description including cloud computing, implemen-
tation of the teachings recited herein are not limited to a cloud
computing environment. Rather, embodiments of the present
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invention are capable of being implemented in conjunction
with any other type of computing environment now known or
later developed.

Cloud computing is a model of service delivery for
enabling convenient, on-demand network access to a shared
pool of configurable computing resources (e.g. networks,
network bandwidth, servers, processing, memory, storage,
applications, virtual machines, and services) that can be rap-
idly provisioned and released with minimal management
effort or interaction with a provider of the service. This cloud
model may include at least five characteristics, at least three
service models, and at least four deployment models.

Characteristics are as follows. On-demand self-service: a
cloud consumer can unilaterally provision computing capa-
bilities, such as server time and network storage, as needed
automatically without requiring human interaction with the
service’s provider.

Broad network access: capabilities are available over a
network and accessed through standard mechanisms that pro-
mote use by heterogeneous thin or thick client platforms (e.g.,
mobile phones, laptops, and PDAs).

Resource pooling: the provider’s computing resources are
pooled to serve multiple consumers using a multi-tenant
model, with different physical and virtual resources dynami-
cally assigned and reassigned according to demand. There is
a sense of location independence in that the consumer gener-
ally has no control or knowledge over the exact location of the
provided resources but may be able to specify location at a
higher level of abstraction (e.g., country, state, or datacenter).

Rapid elasticity: capabilities can be rapidly and elastically
provisioned, in some cases automatically, to quickly scale out
and rapidly released to quickly scale in. To the consumer, the
capabilities available for provisioning often appear to be
unlimited and can be purchased in any quantity at any time.

Measured service: cloud systems automatically control
and optimize resource use by leveraging a metering capability
at some level of abstraction appropriate to the type of service
(e.g., storage, processing, bandwidth, and active user
accounts). Resource usage can be monitored, controlled, and
reported providing transparency for both the provider and
consumer of the utilized service.

Service Models are as follows. Software as a Service
(SaaS): the capability provided to the consumer is to use the
provider’s applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin client interface such as a web browser (e.g.,
web-based e-mail). The consumer does not manage or control
the underlying cloud infrastructure including network, serv-
ers, operating systems, storage, or even individual application
capabilities, with the possible exception of limited user-spe-
cific application configuration settings.

Platform as a Service (PaaS): the capability provided to the
consumer is to deploy onto the cloud infrastructure con-
sumer-created or acquired applications created using pro-
gramming languages and tools supported by the provider. The
consumer does not manage or control the underlying cloud
infrastructure including networks, servers, operating sys-
tems, or storage, but as control over the deployed applications
and possibly application hosting environment configurations.

Infrastructure as a Service (laaS): the capability provided
to the consumer is to provision processing, storage, networks,
and other fundamental computing resources where the con-
sumer is able to deploy and run arbitrary software, which can
include operating systems and applications. The consumer
does not manage or control the underlying cloud infrastruc-
ture but has control over operating systems, storage, deployed
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applications, and possibly limited control of select network-
ing components (e.g., host firewalls).

Deployment Models are as follows. Private cloud: the
cloud infrastructure is operated solely for an organization. It
may be managed by the organization or a third party and may
exist on-premises or off-premises.

Community cloud: the cloud infrastructure is shared by
several organizations and supports a specific community that
has shared concerns (e.g., mission, security requirements,
policy, and compliance considerations). It may be managed
by the organizations or a third party and may exist on-pre-
mises or oft-premises.

Public cloud: the cloud infrastructure is made available to
the general public or a large industry group and is owned by
an organization selling cloud services.

Hybrid cloud: the cloud infrastructure is a composition of
two or more clouds (private, community, or public) that
remain unique entities but are bound together by standardized
or proprietary technology that enables data and application
portability (e.g., cloud bursting for load-balancing between
clouds).

A cloud computing environment is service oriented with a
focus on statelessness, low coupling, modularity, and seman-
tic interoperability. At the heart of cloud computing is an
infrastructure comprising a network of interconnected nodes.

Referring now to FIG. 1, a schematic of an exemplary
cloud computing node is shown. The cloud computing node
10 is one example of a suitable cloud computing node and is
not intended to suggest any limitation as to the scope ofuse or
functionality of embodiments of the invention described
herein. Regardless, the cloud computing node 10 is capable of
being implemented and/or performing any of the functional-
ity set forth hereinabove.

In the cloud computing node 10, shown in FIG. 1, a com-
puter system/server 12, which is operational with numerous
other general purpose or special purpose computing system
environments or configurations. Examples of well-known
computing systems, environments, and/or configurations that
may be suitable for use with the computer systeny/server 12
include, but are not limited to, personal computer systems,
server computer systems, thin clients, thick clients, hand-held
or laptop devices, multiprocessor systems, microprocessor-
based systems, set top boxes, programmable consumer elec-
tronics, network PCs, minicomputer systems, mainframe
computer systems, and distributed cloud computing environ-
ments that include any of the above systems or devices, and
the like.

The computer system/server 12 may be described in the
general context of computer system-executable instructions,
such as program modules, being executed by a computer
system. Generally, program modules may include routines,
programs, objects, components, logic, data structures, and so
on that perform particular tasks or implement particular
abstract data types. The computer system/server 12 may be
practiced in distributed cloud computing environments where
tasks are performed by remote processing devices that are
linked through a communications network. In a distributed
cloud computing environment, program modules may be
located in both local and remote computer system storage
media including memory storage devices.

As shown in FIG. 1, the computer system/server 12 in the
cloud computing node 10 is shown in the form of a general-
purpose computing device. The components of the computer
system/server 12 may include, but are not limited to, one or
more processors or processing units 16, a system memory 28,
and a bus 18 that couples various system components includ-
ing the system memory 28 to the processor 16.
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The bus 18 represents one or more of any of several types
of bus structures, including a memory bus or memory con-
troller, a peripheral bus, an accelerated graphics port, and a
processor or local bus using any of a variety of bus architec-
tures. By way of example, and not limitation, such architec-
tures include Industry Standard Architecture (ISA) bus,
Micro Channel Architecture (MCA) bus, Enhanced ISA
(EISA) bus, Video Electronics Standards Association
(VESA) local bus, and Peripheral Component Interconnect
(PCI) bus.

The computer system/server 12 typically includes a variety
of computer system readable media. Such media may be any
available media that is accessible by the computer system/
server 12, and it includes both volatile and non-volatile
media, removable and non-removable media.

The system memory 28 can include computer system read-
able media in the form of volatile memory, such as random
access memory (RAM) 30 and/or cache memory 32. The
computer systeny/server 12 may further include other remov-
able/non-removable, volatile/non-volatile computer system
storage media. By way of example only, the storage system 34
can be provided for reading from and writing to a non-remov-
able, non-volatile magnetic media (not shown and typically
called a “hard drive”). Although not shown, a magnetic disk
drive for reading from and writing to a removable, non-vola-
tile magnetic disk (e.g., a “floppy disk™), and an optical disk
drive for reading from or writing to a removable, non-volatile
optical disk such as a CD-ROM, DVD-ROM or other optical
media can be provided. In such instances, each can be con-
nected to the bus 18 by one or more data media interfaces. As
will be further depicted and described below, the memory 28
may include at least one program product having a set (e.g., at
least one) of program modules that are configured to carry out
the functions of embodiments of the invention.

The program/utility 40, having a set (at least one) of pro-
gram modules 42, may be stored in the memory 28 by way of
example, and not limitation, as well as an operating system,
one or more application programs, other program modules,
and program data. Each of the operating system, one or more
application programs, other program modules, and program
data or some combination thereof, may include an implemen-
tation of a networking environment. The program modules 42
generally carry out the functions and/or methodologies of
embodiments of the invention as described herein.

The computer system/server 12 may also communicate
with one or more external devices 14 such as a keyboard, a
pointing device, a display 24, etc.; one or more devices that
enable a user to interact with the computer system/server 12;
and/or any devices (e.g., network card, modem, etc.) that
enable the computer system/server 12 to communicate with
one or more other computing devices. Such communication
can occur via Input/Output (I/O) interfaces 22. Still yet, com-
puter the system/server 12 can communicate with one or more
networks such as a local area network (LAN), a general wide
area network (WAN), and/or a public network (e.g., the Inter-
net) via a network adapter 20. As depicted, the network
adapter 20 communicates with the other components of the
computer system/server 12 via the bus 18. It should be under-
stood that although not shown, other hardware and/or soft-
ware components could be used in conjunction with the com-
puter system/server 12. Examples, include, but are not limited
to: microcode, device drivers, redundant processing units,
external disk drive arrays, RAID systems, tape drives, and
data archival storage systems, etc.

Referring now to FIGS. 2-3, a method 200 according to an
embodiment of the invention may be deployed over a cloud
computing environment comprising {n} datacenters 304,
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each datacenter 304 functioning as a node 10 as described
above. Furthermore, each datacenter 304 contains a collec-
tion of virtual machine images (“VM images™) 308. An aim of
the method 200 is to intelligently and efficiently transfer the
VM images 308 between the datacenters 304, when
instructed, by: identifying similarities between the VM
images 308; determining their availability across the data-
centers 304; and devising an optimal plan for their transfer
based on a set of factors including cost, speed, and availabil-
ity. The method 200 accomplishes this aim in three broad
stages: a bootstrap stage 204, in which the VM images 308 are
tracked and organized to form a Logical Image Library 300;
a maintenance stage 220, in which the Logical Image Library
300 is tracked and organized periodically, or after changes
have been made, or both; and an operational stage 240, in
which VM images are transferred between the datacenters
304, or are otherwise modified.

The method 200 initiates the bootstrap stage 204, wherein
the method 200 processes the VM images stored on the data-
centers 304. Each datacenter 304 comprises a collection of
VM images 308 forming a local Image Library 312, an Agent
316 that tracks information about the local Image Library
312. The n” datacenter 304 further comprises a Global
Tracker 317, which, in addition to tracking information about
the VM images stored locally on the n” datacenter, also tracks
information about the VM images on all Image Libraries 312,
across the datacenters 304, which collectively form the Logi-
cal Image Library 300.

The processing is performed in step 208, wherein the
method 200 analyses each VM image 308 across the Logical
Image Library 300 to create “clusters”. A cluster (an example
of which is shown in FIG. 5) may be represented using a
cluster identifier, a set of metadata comprising at least a set of
calculated hash values associated with data block sets resid-
ing on one or more VM images 308, and may further include:
an integer representing the total number of blocks within the
hash value that are shared amongst the VM images 308 asso-
ciated with the cluster; a block number array containing the
data block numbers within the VM images 308 associated
with the hash value; and an array functioning as an index to
the block number array. The clusters do not contain the actual
data blocks with which they are associated. Each cluster is
identified using a binary bitset representation, where the
length of the bitset equals the total number of distinct VM
images 308 present on the Logical Image Library 300, with
each bit representing one of the VM images 308, and set as
described below.

According to the disclosed embodiment, analyzing each
VM image 308 in step 208, as described above, includes
creating a content digest for each processed VM image 308. A
content digest is a collection of information about a VM
image 308 that contains: a hash code signature for each data
block inthe VM image 3087; the number of data blocks in that
VM image that share the hash code (representing the internal
redundancy of a data block, i.e. the number of times the same
data block appears in the VM image 308); and a list of data
block numbers (representing the data block positions within
the VM image 308). Information from the content digest is
used to create a “singleton cluster”, i.e. a cluster that contains
the hash codes for all data blocks present in the given VM
image 308. Once the singleton cluster is created, it is added to
an indexed cluster list, which is tracked by the Global Tracker
317. Furthermore, a Bloom filter is maintained to facilitate an
efficient comparison of the hash codes to avoid resource-
intensive comparisons except in the case of a false positive
determination. The hash code signatures are stored in ascend-
ing order to facilitate a binary search in case of false positives.
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In step 208, each created singleton cluster is compared to
each existing cluster, i.e. each cluster that is already tracked
by the Global Tracker 317 (where no existing clusters are
present, the singleton cluster is added to the cluster list main-
tained by the Global Tracker 317). More specifically, if a
singleton cluster does not share any data blocks with an
exiting cluster, the bitset for the existing cluster is updated to
reflect a (0) in the bit corresponding to the VM image 308
represented by the singleton cluster. Conversely, if the single-
ton cluster shares all its data with the existing cluster, the
bitset for the existing cluster is updated with a (1) in the
appropriate bit position. If the singleton cluster shares only
some of its represented data blocks with the existing cluster,
then the existing cluster is split to form two clusters; one for
the shared data blocks, and one for the unshared data blocks.
A new bitset is assigned to each newly formed cluster.

In step 216, the method 200 tracks the buildup and trans-
formations of the clusters, using the Global Tracker 317.
Accordingly, the method 200 generates and updates a simi-
larity matrix (an example of which is shown in FIG. 6), in step
216, that contains the generated information about how data
blocks are shared among the VM images 308, and which of
the datacenters 304 they reside on, using a cluster list and an
index list. The method 200 further retains lists of identifiers,
file paths, size, status, cost, time, and availability information
associated with each cluster, VM image 308, and datacenter
304, using the Global Tracker 317.

Referring now to FIG. 4, an example of a collection of three
VM images 308, tracked and organized by the method 200 in
the bootstrap stage 204, may reside as one or more copies on
one or more of the datacenters 304. The depicted VM images
308a -c are {Image-1, Image-2, Image-3}, and contain data
blocks {A, B,C, D, E, F, G, H, I}. A subscript is appended to
data blocks that are stored redundantly in the same VM image
308. For example, data block C appears twice in Image-1,
once in Image-2, and thrice in Image-3, and is denoted
accordingly by a subscript in each of the depicted VM images
308.

Now referring to FIG. 5, the method 200, via step 208,
clusterizes the VM images 308a-¢ shown in FIG. 4. The
clusterized VM images 308a-c are shown in an intersection
diagram 500. Seven depicted clusters 501-507 (“the clus-
ters”) are labeled CL-01 through CL-07 respectively, cluster
507 being empty (i.e., there are no data blocks that are exclu-
sively shared between cluster 507’s constituent VM images),
and each is further labeled using a unique bitset. The number
of bits in the bitset is equal to the number of VM images 308
in the Logical Image Library 300; in this case, three. Each bit
in each of the bitsets {001, 010, 100, 011, 110, 101, 111}
represents one of the three VM images 308a-c shown in FIG.
4. According to the present embodiment, the most significant
bit of each set represents Image-3 308c¢, the second most
significant bit represents Image-2 3085, and the least signifi-
cant bit represents Image-1 308a.

According to the depicted embodiment, the hash values
used by step 208 to form each cluster are calculated secure
hash algorithm 1 codes (“SHA-1 code” or “SHA-1 signa-
ture”), and are 20 bytes per 4096-byte sized data blocks in the
VM images 308. However, other embodiments may imple-
ment other hash functions and other data block sizes (for
example, SHA-256, SHA-384, SHA-512, or MD5; 512
bytes, 1 kilobyte, 2 kilobyte, 8 kilobyte data block sizes).
Similarly, in an environment where data storage resources are
limited or expensive, a shorter hash code may be used to
conserve storage space, whereas a longer hash code can
reduce hash collisions at the cost of storage space and higher
computation cost in an environment where the added cost is
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not prohibitive. Data block sizes larger than file system block
sizes cause internal fragmentation and result in loss of
sequentiality of file system blocks reducing the redundancy
between images. The selection of a hash code function and
data block size, then, may vary and can be influenced by
factors such as particular VM image types, file systems, com-
puting environments, and computing resources, without
departing from the spirit and scope of the disclosed invention.

Further referring to FIG. 5, in the depicted example, cluster
503 has the bitset 001; it contains the SHA-1 signature and
other relevant information corresponding to data block {G},
which is found only on Image-1 308a. Therefore, the least
significant bit of the corresponding bitset is (1), and the rest
are (0). Similarly, cluster 506 has the bitset 111, because its
constituent data blocks, {C, D}, are shared between all three
depicted VM images 308a-c. While a VM image 308 may
contain multiple copies of a given data block, as for example
is the case with data block {C} in Image-1 308a and Image-3
308c¢, the internal redundancy increases neither the number of
clusters generated nor the number of corresponding hash
codes within that cluster (although the cluster may contain
additional metadata indicating multiple locations within a
given VM image 308 where a particular data block resides).

Now referring to FIGS. 2 and 6, the method 200 generates
a similarity matrix 600 for the VM images 308 depicted in
FIG. 4, which are clusterized in step 208. For illustration
purposes, FIG. 6 shows the similarity matrix 600 in two
sections: an upper section 604a corresponding to the single-
ton clusters 501-503, each representing blocks present in only
one of the depicted VM images 308a-c; and a lower section
6045 corresponding to a set of 3 additional clusters 504-506,
each representing blocks shared between two or more of the
depicted VM images 308a-c. Cluster 507, depicted in FIG. 5,
is notincluded in the similarity matrix 600 because it does not
correspond to any data blocks in any image. Furthermore, in
any Logical Image Library 300 with VM images 308 {1-n}, it
is preferable to limit the number of clusters tracked and orga-
nized using the similarity matrix 600, to the top (n) clusters,
even if more clusters are initially generated. Maintaining
more than the top (n) clusters in the similarity matrix 600 may
become prohibitive. Top (n) clusters are those that represent
the most number of shared data blocks, the largest sized
shared data blocks, or both. According to another embodi-
ment of the invention, the number of the clusters tracked by
the method 200 using the similarity matrix 600 is config-
urable. Such an embodiment can take advantage of particular
characteristics of a given cloud computing environment,
where additional efficiencies can be found by maintaining
additional clusters, or where the added cost of maintaining
such additional clusters is not prohibitive. Furthermore, what
constitutes a top cluster may also be configurable.

Additionally in step 216, the method 200 also tracks cluster
size information 612, i.e. the size of data blocks represented
by each cluster. In the depicted example, cluster 4, which
represents data blocks {B, F}, is 376 MB in size; meaning that
transferring cluster 4 from one datacenter 304 to another
would require transferring 376 MB of data blocks.

The method 200 further implements a maintenance stage
220, wherein the method 200 detects changes to the Logical
Image Library 300 or the datacenters 304, or is initiated by the
method’s 200 other steps after changes are made. In either
instance, the method 200 determines those changes in step
224, and updates the similarity matrix and its clusters in step
228.

More specifically, changes to the Logical Image Library
300, or the datacenters 304, may occur for many reasons,
including, without limitation: user input, such as when a user
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directs the method 200 to transfer or copy a VM image 308
from a source datacenter to a target datacenter, or to remove a
VM image 308; or it may include automatic updates that may
be required when a datacenter becomes or is suspected of
becoming unavailable or difficult to access.

As stated, an aim of the method 200 is to facilitate an
intelligent and efficient transfer of data blocks from one data
center to another. Through the bootstrap stage 204 and the
maintenance stage 220, the method 200 creates and maintains
the information that facilitates reaching this aim. The method
200 is therefore equipped to accept instructions to modify the
Logical Image Library 300 in step 240, by adding, removing,
or transferring (or a combination thereof) a VM image 308.

When the method 200 is instructed to add or remove a VM
image from a datacenter 304 in step 240, the method 200
processes the instruction and initiates the maintenance stage
220 so that information maintained by the Global Tracker
317, including the similarity matrix, is updated to indicate if
the newly added VM image 308 shares any data blocks with
other VM images 308 on any of the datacenters 304; or to
indicate if any data blocks referenced by existing clusters are
no longer available on a removed VM image (if removed
entirely) or on a particular datacenter 304 (if removed only
from that datacenter 304).

When the method 200 is instructed to transfer a selected
VM image 308 (“selected image™) from a source datacenter
304 (“source datacenter”) to a target datacenter 304 (“target
data-center”), the method 200 identifies all the clusters
needed to reconstitute the selected image, using the similarity
matrix 600, in step 252. For example, if instructed to transfer
Image-3 308¢ (shown in FIG. 3) from the source datacenter
(not shown) to a target datacenter (not shown), the method
200 identifies clusters 501, cluster 505, and cluster 506
(shown in FIGS. 5 and 6) as corresponding to the data blocks
necessary to reconstitute Image-3 308c¢ on the target data-
center. The method 200 does so by using the information
maintained by the Global Tracker 317 (which includes the
similarity matrix 600, and contains information about the VM
image 308a-c, every cluster 501-506, and every datacenter
304).

Furthermore, in step 256, the method 200 determines, by
using the similarity matrix and the associated information
maintained by the Global Tracker 317, which VM images 308
and which datacenters 304 each cluster identified in step 252
contain the identified clusters. In the above example, the
method 200 determines that cluster 501 exists in Image-3
308c¢; cluster 505 exists in Image-2 3085 and Image-3 308¢;
and cluster 506 exists in Image-1 308a, Image-2 3085, and
Image-3 208¢. The method 200 also determines which data-
centers 304 contain each of the above identified VM images
308. Each identified VM image 308 may be shared, i.e. it may
reside on more than one datacenter 304. Therefore, each of
those VM images 308, and each of the datacenters 304 they
reside on, may serve as a source for the corresponding data
blocks.

As illustrated by the above example, although the method
200 receives instructions to transfer Image-3 308¢ from the
source datacenter to the target datacenter, it may not be nec-
essary to make a transfer at all if all of Image-3’s 308¢
constituent data blocks already reside on the target datacenter
as constituent data blocks of other VM images 308. Addition-
ally, to the extent that Image-3 308¢ does not share constituent
data blocks with the VM images 308 on the target datacenter,
it may nevertheless share some or all of its constituent data
blocks with the VM images 308 on other datacenters. Under
either scenario, the method 200 may be able to reconstitute
the selected image on the target datacenter without transfer-
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ring any data blocks to the target datacenter at all, or by
transferring some or all of the necessary data blocks from a
datacenter other than the source datacenter. These options
allow the method 200 to use be selective in the resources it
uses, such as bandwidth and speed of transfer, to make the
transfer and reconstitution of the selected image more effi-
cient, as compared to a direct transfer method.

More specifically, as it relates to the above example, the
target datacenter may already store Image-1 308a and
Image-2 3085. Consequently, data blocks represented by
cluster 506, which is shared between Image-1 308a, Image-2
3085, and Image-3 308¢, need not be transferred to the target
datacenter, and are marked as existing thereon in step 264.
Otherwise, the method 200 determines if there is yet any other
datacenter 304 that contains the data blocks necessary for
transfer, in step 268. Therefore, the copies already on the
target datacenter (as part of Image-1 308a and Image-2 3085)
may be used to reconstitute Image-3 308¢ on the target data-
center. Where data blocks belonging to Image-3 308¢ are not
already on the target datacenter, they may nevertheless be on
another datacenter from which a transfer may be faster or less
costly than if the user-identified source datacenter were used.
If the user-identified source datacenter is the only available
source, then it is selected as the source to be used in step 276.

In step 272, the method 200 determines an optimal plan for
transferring and reconstituting the selected image, i.e., its
constituent data blocks, on the target datacenter. The optimal
transfer plan is configured to meet the needs of the particular
embodiment in which it is employed, and may include user-
defined parameters. According to an embodiment of the dis-
closure, the optimal plan is derived, in part, by determining
the time and bandwidth required to transfer each data block
from each potential donor datacenter to the target datacenter,
where such a transfer is necessary. No transfer is necessary
with respect to those data blocks that already exist on the
target datacenter. The selection of which datacenter to use as
a donor for a given cluster or set of data blocks is made by
minimizing the sum of the products of three factors: time,
bandwidth, and cost, for the data blocks transferred from
donor datacenters; subject to a policy which may be pre-
configured or defined by a user. More specifically, the above
steps may be represented by a function, as follows:
ming, {max, ,*o*o*+[1-a]*E,_ "B*i *p }, such that

c

Zr;yj*S;*e;,j—Bj*tj =0,
i=1

forj=1,...,D;

s

rijxe j—1=0,

.
I

fori=1,...,C;r, 20, fori=1,...,Candj=1,...,D;and t20
for j=1, ..., D; where the above referenced parameters and
variables are defined as follows:

Input

Parameter Description

C Number of clusters to be downloaded to the target datacenter
D Number of donors



US 9,274,818 B2

-continued
Input
Parameter Description
€ ; Indicator variable, such that it equals 1 if cluster i is available
ondonorj, fori=1,...,Candj=1,...,D
S; Size of cluster fori=1,...,C
B; Bandwidth between target and donor j forj=1,...,D
Py Cost of data transfer between donor j and the target for j =
1,...,D
o Value coefficient for transfer time, i.e., monetary value
[¢3 Value between 0 and 1 representing relative importance of
time and cost of transfer speed
Variable Description
T Fraction of cluster i to be transmitted from donor j
t; Time required to receive all data from donor j for j =
1,...,D
t Time required to receive all data from all donors

The method 200 determines each of the above values by
using the similarity matrix and related information main-
tained by the Global Tracker 317, and, where appropriate,
through user-input. Using the above values and functions, the
method 200 identifies the least costly donor to use for each
cluster, based on a pre-configured or user-defined emphasis
on saving time, or bandwidth.

Instep 280, the method 200 transfers all data blocks that are
not already on the target datacenter to the target datacenter,
using the donor datacenters (which may include the source
datacenter) selected in step 272. The transferred data blocks,
together with those that may already have existed on the target
datacenter, are used to reconstitute the selected image on the
target datacenter, in step 284. The reconstitution of the
selected image is facilitated by mapping files created using
the similarity matrix and other information maintained by the
Global Tracker 317.

Thereby, the method 200 for transferring virtual machine
images between a plurality of nodes is described above which
includes analyzing each of a plurality of VM images 308
present on a plurality of datacenters 304 to create image
clusters corresponding to a plurality of data blocks present in
the plurality of VM images 308, using the program and com-
puter 12 as shown in FIG. 1. The method 200 generates the
similarity matrix 600 using the created image clusters, and
selects a VM image 308 present on the source datacenter to be
reconstituted on the target datacenter. The method 200 iden-
tifies a plurality of data block sets in the selected VM image
308 for transfer and/or reconstitution on the target datacenter,
using the similarity matrix. The method 200 further deter-
mines an optimal transfer plan for each data block set, and
transfers the data blocks in those sets according to the optimal
plan. Using the data blocks already existing on the target
datacenter, and the data block sets transferred to the target
datacenter, the method 200 reconstitutes the selected VM
image 308.

Accordingly, implementation of the disclosed invention is
highly effective in intelligently allocating system and net-
work resources to transfer unique data block sets (the clus-
ters) between datacenters 304; it has a measured efficiency
gain of 50% to 80% in bandwidth consumption and transfer
time when compared to existing technologies such as rsync-
based transfers. Such high efficiency gains are possible
because the disclosed invention takes advantage not only of
data redundancy in individual VM images, but also across
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multiple VM images within a datacenter and across multiple
datacenters. Furthermore, the disclosed invention takes into
account pre-configured or user-determined preferences. For
example, it may allocate a higher bandwidth (at a higher cost)
to accommodate a user’s preference for immediate availabil-
ity of a given VM image on a target datacenter. Additional
efficiency may be gained by combining features of the dis-
closed invention with existing solutions, such as source-side
deduplication, to eliminate the need to monitor, analyze, and/
or clusterize redundant data on any given VM image.

Tustrative environments that may deploy embodiments of
the disclosed invention include: a public cloud computing
environment comprising multiple datacenters, where a ser-
vice provider may create a new VM image catalog that
requires propagation across the cloud, along with subsequent
security updates and patches, or where a client VM image is
needed on multiple datacenters for high availability; VM
image export/import between different cloud environments
or hypervisors; DevOps operations having multiple clouds
for the development/testing, staging, and production stages of
the DevOps process; and hybrid cloud environments, where a
customer’s private cloud interacts with a public cloud.

Referring now to FIG. 7, an illustrative cloud computing
environment 700 is depicted. As shown, the cloud computing
environment 700 comprises one or more cloud computing
nodes 10 with which local computing devices used by cloud
consumers, such as, for example, a personal digital assistant
(PDA) or a cellular telephone 700A, a desktop computer
700B, a laptop computer 700C, and/or an automobile com-
puter system 700N, may communicate. The nodes 10 may
communicate with one another. They may be grouped (not
shown) physically or virtually, in one or more networks, such
as Private, Community, Public, or Hybrid clouds as described
hereinabove, or a combination thereof. This allows the cloud
computing environment 700 to offer infrastructure, platforms
and/or software as services for which a cloud consumer does
not need to maintain resources on a local computing device. It
is understood that the types of computing devices 700A-N
shown in FIG. 7 are intended to be illustrative only and that
the computing nodes 10 and the cloud computing environ-
ment 700 can communicate with any type of computerized
device over any type of network and/or network addressable
connection (e.g., using a web browser).

Referring now to FIG. 8, a set of functional abstraction
layers provided by the cloud computing environment 700
(FI1G. 7) is shown. It should be understood in advance that the
components, layers, and functions shown in FIG. 8 are
intended to be illustrative only and embodiments of the inven-
tion are not limited thereto. As depicted, the following layers
and corresponding functions are provided.

The hardware and software layer 810 includes hardware
and software components. Examples of hardware compo-
nents include mainframes, in one example IBM® zSeries®
systems; RISC (Reduced Instruction Set Computer) architec-
ture based servers, in one example IBM pSeries® systems;
IBM xSeries® systems; IBM BladeCenter® systems; storage
devices; networks and networking components. Examples of
software components include network application server
software, in one example IBM WebSphere® application
server software; and database software, in one example IBM
DB2® database software. (IBM, zSeries, pSeries, xSeries,
BladeCenter, WebSphere, and DB2 are trademarks of Inter-
national Business Machines Corporation registered in many
jurisdictions worldwide).

The virtualization layer 814 provides an abstraction layer
from which the following examples of virtual entities may be
provided: virtual servers; virtual storage; virtual networks,
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including virtual private networks; virtual applications and
operating systems; and virtual clients.

In one example, the management layer 818 may provide
the functions described below. Resource provisioning pro-
vides dynamic procurement of computing resources and
other resources that are utilized to perform tasks within the
cloud computing environment. Metering and Pricing provide
cost tracking as resources are utilized within the cloud com-
puting environment, and billing or invoicing for consumption
of'these resources. In one example, these resources may com-
prise application software licenses. Security provides identity
verification for cloud consumers and tasks, as well as protec-
tion for data and other resources. User portal provides access
to the cloud computing environment for consumers and sys-
tem administrators. Service level management provides
cloud computing resource allocation and management such
that required service levels are met. Service Level Agreement
(SLA) planning and fulfillment provide pre-arrangement for,
and procurement of, cloud computing resources for which a
future requirement is anticipated in accordance with an SLA.

The workloads layer 822 provides examples of function-
ality for which the cloud computing environment may be
utilized. Examples of workloads and functions which may be
provided from this layer include: mapping and navigation;
software development and lifecycle management; virtual
classroom education delivery; data analytics processing;
transaction processing; and a management system for trans-
ferring VM images 308, such as the method 200.

While the present invention is particularly shown and
described with respect to preferred embodiments thereof, it
will be understood by those skilled in the art that changes in
forms and details may be made without departing from the
spirit and scope of the present application. It is therefore
intended that the present invention not be limited to the exact
forms and details described and illustrated herein, but falls
within the scope of the appended claims.

As will be appreciated by one skilled in the art, aspects of
the present invention may be embodied as a system, method
or computer program product. Accordingly, aspects of the
present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment (including
firmware, resident software, micro-code, etc.) or an embodi-
ment combining software and hardware aspects that may all
generally be referred to herein as a “module” or “system.”
Furthermore, aspects of the present invention may take the
form of a computer program product embodied in one or more
computer readable medium(s) having computer readable pro-
gram code embodied thereon.

Any combination of one or more computer readable medi-
um(s) may be utilized. The computer readable medium may
be a computer readable signal medium or a computer read-
able storage medium. A computer readable storage medium
may be, for example, but not limited to, an electronic, mag-
netic, optical, electromagnetic, infrared, or semiconductor
system, apparatus, or device, or any suitable combination of
the foregoing. More specific examples (a nonexhaustive list)
of the computer readable storage medium would include the
following: an electrical connection having one or more wires,
a portable computer diskette, a hard disk, a random access
memory (RAM), a read-only memory (ROM), an erasable
programmable read-only memory (EPROM or Flash
memory), an optical fiber, a portable compact disc read-only
memory (CD-ROM), an optical storage device, a magnetic
storage device, or any suitable combination of the foregoing.
In the context of this document, a computer readable storage
medium may be any tangible medium that can contain, or
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store a program for use by or in connection with an instruction
execution system, apparatus, or device.

A computer readable signal medium may include a propa-
gated data signal with computer readable program code
embodied therein, for example, in baseband or as part of a
carrier wave. Such a propagated signal may take any of a
variety of forms, including, but not limited to, electro-mag-
netic, optical, or any suitable combination thereof A com-
puter readable signal medium may be any computer readable
medium that is not a computer readable storage medium and
that can communicate, propagate, or transport a program for
use by or in connection with an instruction execution system,
apparatus, or device.

Program code embodied on a computer readable medium
may be transmitted using any appropriate medium, including
but not limited to wireless, wireline, optical fiber cable, RF,
etc., or any suitable combination of the foregoing.

Computer program code for carrying out operations for
aspects of the present invention may be written in any com-
bination of one or more programming languages, including
an object oriented programming language such as Java,
Smalltalk, C++ or the like and conventional procedural pro-
gramming languages, such as the “C” programming language
or similar programming languages. The program code may
execute entirely on the user’s computer, partly on the user’s
computer, as a stand-alone software package, partly on the
user’s computer and partly on a remote computer or entirely
on the remote computer or server. In the latter scenario, the
remote computer may be connected to the user’s computer
through any type of network, including a local area network
(LAN) or a wide area network (WAN), or the connection may
be made to an external computer (for example, through the
Internet using an Internet Service Provider).

Aspects of the present invention are described with refer-
ence to flowchart illustrations and/or block diagrams of meth-
ods, apparatus (systems) and computer program products
according to embodiments of the invention. It will be under-
stood that each block of the flowchart illustrations and/or
block diagrams, and combinations of blocks in the flowchart
illustrations and/or block diagrams, can be implemented by
computer program instructions. These computer program
instructions may be provided to a processor of a general
purpose computer, special purpose computer, or other pro-
grammable data processing apparatus to produce a machine,
such that the instructions, which execute via the processor of
the computer or other programmable data processing appa-
ratus, create means for implementing the functions/acts
specified in the flowchart and/or block diagram block or
blocks.

These computer program instructions may also be stored in
a computer readable medium that can direct a computer, other
programmable data processing apparatus, or other devices to
function in a particular manner, such that the instructions
stored in the computer readable medium produce an article of
manufacture including instructions which implement the
function/act specified in the flowchart and/or block diagram
block or blocks.

The computer program instructions may also be loaded
onto a computer, other programmable data processing appa-
ratus, or other devices to cause a series of operational steps to
be performed on the computer, other programmable appara-
tus or other devices to produce a computer implemented
process such that the instructions which execute on the com-
puter or other programmable apparatus provide processes for
implementing the functions/acts specified in the flowchart
and/or block diagram block or blocks.
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The flowchart and block diagrams in the Figures illustrate
the architecture, functionality, and operation of possible
implementations of systems, methods and computer program
products according to various embodiments of the present
invention. In this regard, each block in the flowchart or block
diagrams may represent a module, segment, or portion of
code, which comprises one or more executable instructions
for implementing the specified logical function(s). It should
also be noted that, in some alternative implementations, the
functions noted in the block may occur out of the order noted
in the figures. For example, two blocks shown in succession
may, in fact, be executed substantially concurrently, or the
blocks may sometimes be executed in the reverse order,
depending upon the functionality involved. It will also be
noted that each block of the block diagrams and/or flowchart
illustration, and combinations of blocks in the block diagrams
and/or flowchart illustration, can be implemented by special
purpose hardware-based systems that perform the specified
functions or acts, or combinations of special purpose hard-
ware and computer instructions.

What is claimed is:
1. A method for transferring virtual machine images
between a plurality of nodes, comprising:
analyzing each of a plurality of virtual machine images
present on a plurality of nodes to create image clusters
corresponding to a plurality of data blocks present in the
plurality of virtual machine images, using a program
executable by a processor communicating with a com-
puter, the plurality of nodes including a source node and
a target node, wherein each image cluster is associated
with a grouping of data blocks and comprises a list of
hash codes of the data blocks and further comprises an
image cluster identifier;
generating a similarity matrix using the created image clus-
ters;
selecting a virtual machine image present on the source
node to be reconstituted on the target node;
identifying a plurality of data block sets in the selected
virtual machine image for transfer to the target node,
using the similarity matrix;
transferring the plurality of data block sets to the target
node, according to an optimal transfer plan; and
reconstituting the plurality of data block sets on the target
node using at least the transferred plurality of data block
sets,
wherein the image cluster identifier comprises a bit string
having a length at least equal to a count of the plurality of
virtual machine images, wherein each bit corresponds to
one of the plurality of virtual machine images, and each
bit having a value of (1) indicates that the image cluster
is present on its corresponding virtual machine image.
2. The method of claim 1, wherein the data block sets are
distributed on a plurality of nodes.
3. The method of claim 1, wherein the data block sets are on
both the source node and the target node.
4. The method of claim 1, wherein the data block sets are
only on the source node.
5. The method of claim 1, further comprising:
identifying a first data block set from the selected virtual
machine image that are present only on the source node;
identifying a second data block set from the selected virtual
machine image that are present on the source node, and
on at least another node excluding the target node;
identifying a third data block set from the selected virtual
machine image that are present on the source node, and
on at least the target node;
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transferring the first and second data block sets from the
source node or at least another node, excluding the target
node, to the target node, according to an optimal plan;
and

reconstituting on the target node the selected virtual

machine image, using the transferred first and second
datablock sets, and the third data block set present on the
target node.

6. The method of claim 1, wherein the plurality of nodes are
datacenters within a public or private cloud computing envi-
ronment.

7. The method of claim 1, wherein the number of image
clusters used to generate a similarity matrix is configurable.

8. The method of claim 1, wherein the optimal transfer plan
is determined by minimizing a time factor, a bandwidth fac-
tor, and a cost factor, using the similarity matrix.

9. The method of claim 1, wherein the plurality of nodes
comprises a group of systems categorized by cost and/or
bandwidth requirements.

10. A system for transferring virtual machine images, com-
prising:

one or more computer having a processor processors;

one or more non-transitory computer-readable storage

device media;

program instructions embodied on the storage device

stored on the non-transitory computer-readable storage

media for execution by at least one of the one or more

processor processors, the program instructions compris-

ing:

program instructions to analyze each of a plurality of
virtual machine images present on a plurality of nodes
to create image clusters corresponding to a plurality
of data blocks present in the plurality of virtual
machine images, the plurality of nodes including a
source node and a target node, wherein each image
cluster is associated with a grouping of data blocks
and comprises a list of hash codes of the data blocks
and further comprises an image cluster identifier;

program instructions to generate a similarity matrix
using the created image clusters;

program instructions to select a virtual machine image
present on the source node to be reconstituted on the
target node;

program instructions to identify a plurality of data block
sets in the selected virtual machine image for transfer
to the target node, using the similarity matrix;

program instructions to transfer the plurality of data
block sets to the target node, according to an optimal
transfer plan; and

program instructions to reconstitute the plurality of data
block sets on the target node, using at least the trans-
ferred plurality of data block sets,

wherein the image cluster identifier comprises a bit string

having a length at least equal to a count of the plurality of
virtual machine images, wherein each bit corresponds to
one of the plurality of virtual machine images, and each
bit having a value of (1) indicates that the image cluster
is present on its corresponding virtual machine image.

11. The system of claim 10, wherein the data block sets are
distributed on a plurality of nodes.

12. The system of claim 10, wherein the data block sets are
on both the source node and the target node.

13. The system of claim 10, wherein the data block sets are
only on the source node.

14. The system of claim 10, wherein the plurality of nodes
are datacenters within a public or private cloud computing
environment.
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15. A computer program product for transferring virtual
machine images, the computer program product comprising:

a non-transitory computer-readable storage medium hav-
ing program code embodied therewith, the program
code readable/executable by a processor to perform a
method comprising:

analyzing each of a plurality of virtual machine images
present on a plurality of nodes, by the processor, to
create image clusters corresponding to a plurality of data
blocks present in the plurality of virtual machine images,
the plurality of nodes including a source node and a
target node, wherein each image cluster is associated
with a grouping of data blocks and comprises a list of
hash codes of the data blocks and further comprises an
image cluster identifier;

generating a similarity matrix, by the processor, using the
created image clusters;

selecting a virtual machine image present on the source
node, by the processor, to be reconstituted on the target
node;

identifying a plurality of data block sets in the selected
virtual machine image, by the processor, for transfer to
the target node, using the similarity matrix;

transferring the plurality of data block sets to the target
node, by the processor, according to an optimal transfer
plan; and

reconstituting the plurality of data block sets, by the pro-
cessor, on the target node using at least the transferred
plurality of data block sets,

wherein the image cluster identifier comprises a bit string
having a length at least equal to a count of the plurality of
virtual machine images, wherein each bit corresponds to
one of the plurality of virtual machine images, and each
bit having a value of (1) indicates that the image cluster
is present on its corresponding virtual machine image.

16. The computer program product of claim 15, wherein

the data blocks sets are distributed on a plurality of nodes.

15
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17. The computer program product of claim 15, wherein
the data block sets are on both the source node and the target
node.

18. The computer program product of claim 15, wherein
the data block sets are only on the source node.

19. The computer program product of claim 15, wherein
the plurality of nodes are datacenters within a public or pri-
vate cloud computing environment.

20. The computer program product of claim 15, wherein
the number of image clusters used to generate a similarity
matrix is configurable.

21. The computer program product of claim 15, wherein
the optimal transfer plan is determined by minimizing a time
factor, a bandwidth factor, and a cost factor, using the simi-
larity matrix.

22. The computer program product of claim 15, wherein
the one or more additional segments, for a given image cluster
in the image clusters, comprise one or more of:

a number of blocks value;

an array based on the number of blocks value; and

an index array associated with the given image cluster.

23. The method of claim 1, wherein the image cluster
identifier comprises one or more of:

a number of blocks value;

a block number array; and

an index array.

24. The method of claim 1, wherein generating a similarity
matrix further comprises:

identifying n columns, wherein n is a count of virtual

machine images in the plurality of virtual machine
images;

identifying m rows, wherein m is a count of virtual image

clusters;

generating a matrix of at least n columns and at least m

rows, wherein the table is populated with bit strings of
the virtual image cluster identifiers.

#* #* #* #* #*



